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A TRACE SPECIFICATION OF THE MMS SECURITY MODEL*

1 Introduction

The MMS security model presented in [Land84] is an abstract, mathematically precise specifica-
tion of the information security requirements of a multilevel secure electronic message system.
This report presents a trace specification of the basic behavior and security properties of thirty
one procedures that might form part of such a message system. These procedures are specified
in such a way as to guarantee that they satisfy the requirements of the security model presented
in [Land84], given a certain trace interpretation of the predicates found in the MMS model.

The remainder of this section contains background material and may be skimmed or skipped
by the reader who is already familiar with the trace specification language and the Hoffman
methodology.

1.1 The Trace Specification Language

The trace language provides for the specification of software modules in terms of the effects
(such as return values) that the user sees when (s)he executes a sequence of procedure and
function calls. These sequences are called traces.. The idea of basing specifications on traces
was first suggested in [Bart77] and later formalized in [McLean85]. The heuristic methodology
presented in [Hoff84] and [Hoff86] makes it easier to understand and write trace specifications,
and I will adopt that methodology here.

%A trace specification consists of a syntax section and a semantics section. The syntax section
states the name and parameter types of each of the module’s procedures and the name, parameter
types, and return value type of each of the module’s function calls., The semantics section contains
axioms formalized in a two-sorted language of first-order logic\yith identity, with one set of
variables {R,R{,Ry,...5,51,82,...T,T1,T,,...} to be understood as ranging over traces. In
addition to the usual logical connectives there is an interpreted binary function symbol (.), which
serves as a notation for concatenating trace terms. If X is a trace variable, the empty trace e, a
procedure call, or a function call, then X is a well-formed trace term; if X and Y are trace terms,
then (X.Y) is a well-formed trace term. Nothing else is a trace term. A function (procedure) call
is a function (procedure) name followed by the requisite number of parameters of appropriate
types. In place of a formal axiom of associativity for concatenation I adopt the convention of
dropping the parentheses around the subterms of a trace term.

Manuscript approved February 4, 1988.
*Thanks to John McLean, Carl Landwehr, Andy Moore, and Matk Comwell for useful comments along the way.
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The axioms that appear in the semantics section of a trace specification state or entail infor-
mation about which traces are legal and about the values returned by legal traces that end with
function calls. The legality predicate and the value function are usually formalized using the
unary predicate symbol L and the unary function symbol V, respectively. One additional and
very handy piece of notation is trace equivalence =, defined as follows ([McLean86], p. 4):
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’_ - S=T =4 VRILS.R) = LAR)ANR #e — (BxV(ES.R)=x — V(S.R) = V(T.R)))]
3%
’ In other words, two traces are equivalent just in case they agree on (i) present and future legality :
G and (ii) all future return values. Intuitively, two traces are equivalent provided that they place
;‘ . the module in the same “state,” as far as the user can tell. The intuitive idea of module state
y has great heuristic value and plays an important role in the Hoffman methodology, which I will
(' M presently describe.
‘.'-
N 1.2 The Hoffman Methodology
\" In [Hoff84] (and in [Hoff86] with Richard Snodgrass) Daniel Hoffman describes a set of heuris-
A% tics for writing trace specifications, the most basic of which being these:!
]
Itf e Base the specification on a definition of normal form traces.
:'_:: e Structure the semantics according to normal form prefixes.
"
.
= The notion of a normal form trace is based on the following concept of module state: Two
) traces place the module into the same state provided that a user could not distinguish between
! them by appending a series of procedure and function calls and comparing return values (and
fg error messages). In other words, two traces represent the same state iff they are trace-equivalent.
[ Normal form traces are the canonical representatives of the states of a module. They allow one to
~. structure a trace specification in such a way as to make explicit exactly how procedures move the
Y module from one state to another. Formally, a normal form for a trace specification is simply any
ol

set of traces containing at least one trace from each equivalence class of the trace-equivalence
relation =. Every legal trace is therefore equivalent to at least one normal form trace, for any
given normal form.

One would typically define a normal form by means of an explicit definition. For example,
in his simple stack snecification Hoffman defines a trace to be in normal form iff it consists
only of push calls.? It is also possible to define a normal form recursively. One does this in
two steps: first, by stipulating that the empty trace is in normal form; then, for each normal
form trace T and procedure call C, one states the conditions under which 7.C is in normal form.
Since one is normally interested only in legal traces, one can instead do the recursion by stating,
for each normal form trace T and procedure call C such that T.C is a legal trace, the conditions
under which T.C is a normal form trace.

Given a definition of normal form and trace-legality, the next step, according to the Hoffman
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~ methodology, is to specify an equivalent normal form trace for each legal trace T.C such that T
o I{Hoff86], p. 6.

o~ 2Sce [Hoff86], p. 8.
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M is in normal form but T.C is not. Doing this insures that every legal trace is provably equivalent
.(":.- to some normal form trace; consider an arbitrary legal trace C,.C;...C,. If every legal trace
W of the form 7.C, where T is in normal form, is provably equivalent to some normal form trace,
g then a normal form trace provably equivalent to C;.C,...C, can be constructed as follows: let
RO So = e, and if $;.Ci,, is a normal form trace and i < n, then let Sy = Si.Ci,,, otherwise let
Y ’ Si1 = T, where T is a normal form trace equivalent to S;.Ci,y. Each S; is in normal form, so

.. there will always exist such a T. Clearly, S, is trace-equivalent to C,.C;...C,.
R . Once a normal form equivalent has been specified for each trace having a normal form prefix,
the final step is to specify the return values of all function calls. This is done by specifying the

.
:: value of every legal trace T.C, where T is any normal form trace and C is any function call.
foes
A 2 The MMS model trace specification
» .‘_-_:. This section begins with a discussion of the way in which normal forms and legality are defined
t-;. in the MMS model trace specification. Following this will be a discussion of the procedures
hete that have been specified, grouped by function, and a discussion of the predicates that define the
> security properties of the MMS model.
LI
'j:j 2.1 Normal forms and legality
-’_‘J
N Normal forms and legality in the MMS model specification are defined by mutually recursive
f;ﬁ axioms of the following form for each procedure call in the module:
f nf{T) — (L(T.{call)) — {formulal))
TN
, ::::; (nf(T) A L(T.(call))) — (nf(T.{call)) « (formula2))
~. E; where the formulas that replace (formulal)) and (formula2)) are assumed not to contain any
e occurrence of the predicates nf and L. In addition, we assume that the empty trace e is a normal
~ form trace, that the longest proper prefix of a legal trace is legal, that every normal form trace
o is legal, and that the longest proper prefix of a normal form trace is a normal form trace; i.e. we
-::Ej:: assume:
- nf(e)
u."
Q‘-' VC (L(T.C) — L(T))
R (nf(T) — LT))
R VC (nf(T.C) — nf(T))
f- These two schemata and the fouradditional axioms displayed above are sufficient to define the
:"" legality and normal form status of every trace. To see that this is so, consider the following
L construction of the respective truth values of nf(T) and L(T) for an arbitrary trace T: If T = e,
'“:: then nf(T) and L(T) are true, and we are done. Suppose instead that T = R.C and that the truth
":_I values of nf(R) and L(R) are known. If L(R) is false, then nf(T) and L(T) are both false, and we
::'_: are done. Suppose, then, that L(R) is true, and define the trace S as follows:
® s {R, if nf(R);
- ~ LS. otherwise, for some §' where §' = R and nf(§").
f-:: By the axiom schemata, there exist formulas > and \ such that the following are axioms:
:'. 3
‘o
o0
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nf(S) — (L(S.C) & o)
(nf(S) A L(S.C)) — (nf(5.C) < x)

Given these formulas the truth values of nf(T) and L(T) are determined as follows: L(T) has the
same truth value as ¥, since S = R; if L(S.C) is false, then by the equivalence of S and R, L(T)
is also false and so nf(7) is false. Suppose L(S.C) is true; if S # R, then nf(R) is false and so
nf(T) is false. If S =R, then T = S.C, and so nf(T) has the same truth value as y.

This construction shows that legality and the normal form predicate are completely “defined”
in the following sense: given axioms of the sort described above as hypotheses, the truth value
of any formula of the form nf(T) or of the form L(7) is provably a function of the truth values
of formulas that do not contain the normal form and legality predicates. The construction is not
an effective procedure for deciding normal form-hood and legality, however, because ) and y
may not be decidable formulas and because the formula §’ is merely chosen, not constructed.

2.2 Initializing procedures

First we consider the procedures create_user, delete_user, login, and logout; create_user is
specified as follows:3

Create_user

nf(Ty — [L(T.create_user(u, v, )) — [RO(u, T, s50) A user_exists(u, T) A logged.in(u, A
—user_exists(v, T) A ref_secure(T, create_user(u, v, [))]]

(n{(T) A L(T .create_user(u, v, ))] — (nf(T.create_user(i, v, () — —3u’ 3R (T = R.delete_user(u’, v A CU(v,R) = {]]
[nf(T) A L(T .create_user(u,v,)) AT = R.delete_user(u, v) A CU(v,R) = I] — T.create_user(u,v,) = R

These formulas state the following: first, the result of appending create_user to a normal form
trace is legal if and only if: the creating user exists, is logged in, and has the role of System
Security Officer, the created user does not already exist, and the trace and procedure call also
stand in the ref_secure relation, about which we shall have more to say later. If these conditions
are satisfied, then this trace, which results from appending create_user to a normal form trace
T, is itself in normal form just in case T does rnot end with a deletion of the soon-to-be-created
user while he has the same security clearance that he is about to be created at. The third axiom
states that if the user is redundantly deleted and then recreated at the same security clearance, it
is then as if neither operation had been performed.

Obviously, one user must exist at the beginning in order to create the others. This user is
called Root in the specification; Root exists by definition, and is defined to have the role of
system security officer at all times.

These are the definitions of all but one of the predicates used in the specification of create_user.
(The definition of the one other predicate, ref_secure, can be found in the Appendix. Its definition
presupposes the material introduced in section 2.4.)

RO(v.T.r) — [[v = Root A r = ss0] V 3§ [some_noneg (S, add RO. rm_RO, 2. v, 3,r,2.v,3,r, THA
~in_after, (S, delete_user. 2. v, 7)]]

*For an cxplanation of the trace predicates used here and throughout the rest of this report, sce {Land84).
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user_exists(u, T) — [u = Root Vv 38 some_none(; 1)(S, create_user, delete_user, 2, u; 2, u, T)]

The in_after and some_none predicates are convenient abbreviations for very long and compli-
cated fonnulas* and will be used many times. some_none is really a family of predicates that
allow one to say that a trace contains an occurrence of a procedure call of one sort that is
not followed by an occurrence of a procedure call of a certain other sort. More specifically,
SOME_NONE(m n)(S. C1, €2, /14 X1+« « s foms Xmy K1, Y1+« - ., Kn, Yu, T) states that § is a prefix of T and is
followed in T by a call to procedure c;. This call has argument x; in position j;, for { from 1
to m;, and there docs not exist in T after S and the call to ¢; that follows it, any occurrence of
a call to ¢, having argument y; in position k;, for i from 1 to n. The predicate in_after has a
similar flavor: in_after,(S, ¢, k1, X1, .. .. ks X, T) states that a call to procedure ¢ with x; as the
kith argument, for i from 1 to n, occurs immediately after S in T, where, again S is a prefix of T.
Thesz predicates, and similar predicates discussed later on, are useful because they allow one to
specify the current value of some parameter, for example, someone’s security clearance, as the
value it was given the last time it was modified.
The procedure delete_user has this specification:

Delete_user

nf(T) — (L(7 .delete_user(u, v)) —
[logged_in(u, T) A RO(u, T, s50) A user_exists(v, T) A ref_secure(T, delete_user(u, v})]]

(nf(T) A L(T.delete_user(u, v}) — [nf(T.delete_user(u, v) — [—3u’ IS T = S.create_user(u’, v}

(nf(T) A L(T.delete_user(u, v)) AT = S.create_user(u’, v)] — T.delete_user(u, v) = §]

Note that with delete_user, as with create_user, normal form status depends on the absence of
procedure calls that immediately cancel one another out. A trace ending with a call to delete_user
is in normal form only if its longest proper prefix does not end with a call to create_user that

creates the userid that is about to be deleted.
Next we consider the login and logout procedures. They are specified as follows:

login

nf(T) — [L(T login(u. d)) — [—logged.in(u. d. T) A uscr_exists(u, T) A ref_secure(T, login(u, d))]]
(nf(1) A L(T Jogin(u. d))] — (nf(T login{u, d)) — —~3Ix3R T = R.logout(u, d)]

(nf(71) A L(T login(u, d)) AT = R.logout(u, d))] — T.login(u.d)y=T

logout

nf(7) — [L(T logout(u. d)) — [logged._in(u.d. 1Y A ~3r Ik H(d. T, r. k) A ref sccure(T". logout(u, d))1]
Inf(T) A L(T.logout(u. d))] — [nf(T logout(u, d)) — -3S T = S.login(u. d))
(nE(TY A L(T logout(u. &)) AT = S.login(u. d)] — T Yogout(u, d) = S}

-
S AQ
AR

v
S N )

vivey

That is, logging in at a given device d is legal only if you are not already logged in on d,
and logging in preserves normal form-hood only if you did not just logout of the same device.

o <

@ v

4Sce the definitions in the appendix.
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Similarly, logging out is legal only if you are logged in, and logging out preserves normal form-
hood only if you did not just login to the same device. The property of being logged in is
specified as follows:

logged_in(u, d, T) « 3R [user_exists(u, T) A some_noneg (R, login, logout, 1,4,2,4;1,u,,2,4,T)]

That is, a user is logged in at a device only if there is a point in the past at which an appropriate
call to login was not followed by a corresponding call to logout.

2.3 Classifications and clearances

The next group of procedures that we examine are those dealing with the various security
parameters associated with users and entities. In addition to procedures that set values and
modify lists of values, there are functions, available only to a system security officer, that return
the values of security variables.

2.3.1 Setting values

Certain security parameters are single values. These are: the security clearance of a user, the
maximum classification of an output device, the actual classification of an entity, and the CCR
value of a container. These parameters are set using the procedures set_cu, set_CD, set_CE, and
set_CCR, respectively. The specifications for these procedures are all based on the idea that a
parameter setting procedure preserves normal form-hood if and only if it neither sets a parameter
to the value it already has nor cancels out the effect of a parameter change that has just taken
place. So we have, for example, the specification of set_cu:

set_ CU

nf(7) — [L(T set_cu(u.v.)) — [ROu, T, sso)Auser_exists(u, T)Alogged_in(u, T)Auser_exists(v, T)A-logged._in(v, T)A
ref_securc(T. set_cu(u. v, ))]]

[nf(T) A L(T set_cu(u, v. D))] — [nf(T.setcu(u. v.)) — [CUW, T £l A=383u' 3V ' T = S.setcu(i/, V. !I')]

Inf(T) A L(T.set_culu. v. )) ACUWVW. Ty =1] — T.set_cuw, v, =T

[nf(I) A L(T.set_cu(u. v. D) AT = S.set_cu(w/, v, 1')] — T.set_cu(u,v,l) = S.set_cu(u, v, )]

Note the last two formulas in the specification. They specify different normal form equivalents
for the trace T.set_cu(u,v./) depending on the particular way in which it fails to be in normal
form.

Procedures that manipulate the security properties of entities are specified in much the same
way. Since trace specifications give the user’s view of procedure behavior, we will specify the
security parameters of entities as properties of the references that refer to them. We begin with
set_CD, a procedure for setting the maximum classification of information allowed to appear on
a given output device.

set_CD

nf(Ty — [L(T set_CD(u. d. l)) —
flogged_infu. 1Y A RQ(u. T. ss0) A CE(d. T) < I A device(d) A ref _sccure(T'. set_.CD(u. d. D)1}
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- 1 [nf(T) A L(T.set_CD(u, d, I))] — (nf(T.set-CD(u, d, 1)) ~ [~3u' 3 35 T = 5.5et.CDGL, d, F)A
e VCVR [iprefix(R.C, T) A callname(C) = set_CD A coref(arg(C, 2),R, d, T)] — [arg(C,2) #£ 1 v 3C’ 3§ [callname(C) =
N set.CD A coref(arg(C’, 2). S, d.T) A prefix(R.C, 5.C") A arg(C’, 2) # NI
( [nf(T) A L(T.set CD(u,d, D) AT = S.set_.CD(', d, I')] — T.set_CD(u,d, ) = S.set_CD(u, d. )
"
*:: (nf(MAL(T.set_CD(u, d, N))AIC IR [prefix(R.C, T)Acallname(C) = set_CD Acoref(arg(C, 2), R, d, DAarg(C,2) = [ A
. s: =3¢’ 3S [callname(C") = set_CD Acoref(arg(C’, 2), S, d, DAprefix(R.C, S.C')Aarg(C', 2) # N]] — T.set_CD(u, d, 1) =
e T
< q

x The very complicated looking second formula in the specification for this procedure can be
explained as follows: a legal call to set_CD preserves normal form-hood just in case (i) it does

: not immediately cancel the effect of another set_CD call, and (ii) any previous set_CD call
Y that set the maximum classification of the device to the same level that this call sets it to was
A\ cancelled by a subsequent set_CD call setting it to a different classification. In case (i) fails, the

p trace is equivalent (by the third formula) to the result of deleting the set_CD call whose effect

( A was cancelled. If (ii) fails, the the trace is equivalent (by the fourth formula) to the result of
) deleting the final set_CD call.

\",:Q The four-place relation coref appears for the first time in the specification of this procedure.
:E; Its intended meaning is this: coref(ry, S, 2, T) states that ry refers at S to the same entity that r,
° refers to at 7. This predicate will be discussed further in the section on references.

W The specification of set_CE is very similar to that of set_CD:

set_CE

nf(T) — [L(T set_CE(u,d. D)) —
[logged.in(u, T) A AS(u, set_CE, d, 2, T) A device(d) A | < CDW, T) A ref_secure(T, set_CE(u, d, D)])

[nf(T) A L(T .set_CE(u, d, I))] — [nf(T.set_CE(u, d, )} — [~3u' 3V 3ST = S.set . CEW/, d, I')A
vC VR ({prefix(R.C, T) A callname(C) = set_CE A coref(arg(C, 2), R, d, T)] — [arg(C, 2) # | v IC' 3S (callname(C') =
set_CE A coref(arg(C’,2),S.d, T) A prefix(R.C, S.C") A arg(C’', 2) # 111

(nf(T) A L(T.set CE(u.d,D)A T = S.set . CEQ/, d, I')] — T.set_CE(u,d,l) = S.set_ CE(u,d, )

popy s
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f"-; [nf(MAL(T.set_CE(u, d, D)A3C 3R [prefix(R.C. T)Acallname(C) = set_CE Acoref(arg(C,2),R. d. DAarg(C.2) = [ A
—3C" 35 [callname(C") = set_CE Acoref(arg(C’, 2), S, d. T)Aprefix(R.C, §.C')Aarg(C', 2) # []]] — T.set_.CE(u,d, ) =
N T

W Since users other than the system security officer may be authorized to set the classification of a

e particular entity, we need a way of specifying which users those are. This is done in the MMS

»y model by means of the predicate AS, defined here as follows:

' X AS(v.c,r k. T) — [ROW, T, sso)v

h ‘F: 3S [some_nnne_ref(3 3)(S. add _AS, rm_AS, (4.7),2,v,3,¢.5, k(4. ). 2,v, 3, ¢. 5, k, TH)A—=in_afier (S. delete_user. 2, v, T)])

® That is, user v is authorized to perform procedure c at trace T with reference r as its kth argument

L if and only if either v is a system security officer at T or else the triple {c. r. k) has been added

o to v's access set at some point during the course of T without subsequently being removed.

s The fourth and last of the parameter-setting procedures is set_CCR, which follows much the

same pattern as the other three.
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; 3 set_ CCR

: nf(T) — [L(T.set.CCR(y, r, x)) — [logged_in(u, T) A user_exists(u, T) A container(r, T) A ref_exists(r, THA

( AS(u, set_CCR, r, 2, T) A ref_secure(T, set_.CCR(u, r, x))]]

:i e (nf(T) A L(T.set .CCR(u, r, x))] — (nf(T.set CCR(u,r,x)) — [CCR(r,T) #x A—353vIy T = S.set_.CCR(, r, y)]

L)

:“ [nf(T) A L(T.set_CCR(u, r, x)) ACCR(r,T) = x] — T.set_ CCR(u,r,x) =T

; E (nf(T) A L(T.set_CCR(, . X)) A T = S.set_.CCR(v, r, y)] — T.set_CCR(u, r, x) = S.set.CCR(4, 7, x)]

,’" A call to set_CCR preserves normal form-hood just in case (i) the container in question does

L. not already have the CCR value to which it is about to be set, and (ii) the resulting trace does
::j not contain back-to-back calls to set_CCR for the same container. If (i) fails, then the trace is
VoS equivalent to the result of deleting the last call to set_CCR, and if (ii) fails then the trace is

equivalent to the result of deleting the penultimate call to set_CCR.

P

“-"} -

.« 2.3.2 Adding and rerioving values from a list
o In addition to the single valued security parameters discussed above, the MMS model contains
.f‘ security parameters in list form. These are the user’s roles, role set, and access set. The values
." of these list parameters are set by means of pairs of procedures: one for adding values to the
a3 list, one for removing values from the list. For example, a user’s role set is manipulated by the
- procedures add_R and rm_R:
."
=
o add R
( nf(7) — [L(T.add R(u. v.r)) — {ROu, T, sso) A logged_in(u, T) A user-exists(v, T) A ref_secure(7, add_R(u, v, r))]]
y
s (nf(T) A L(T.add _R(u. v, )] — [nf(T.add Ru. v, r)) — "RV, T,NA-3'3IST = S.rm_RW', v, r)]]
:' Inf(TYyA L(T.add R(u, v, r) ARV, T,r)] — T.add_R(u,v,r) =T
Yol
(nf(Ty A L(T.add Ru. v.r)) AT = S.rm R, v, r)] — T.add_R(u, v, r)) = S]
>
~ rm_R
-
N nf(T) — (L(T.rm_R(u, v.r) — [logged.in(u, T) A RO(u, T, ss0) A user_exists(v, T) A ~RO(, T, r)
\:: Aref_secure(T. rm_R(u, v, n}]
® (M)A LT rm Ru. v. r}| — (nf(T.rm_R(u. v. 7)) — [Rw. T, A ~3u'IST = S.add R/, v. r)})
\
el (f(T) A LT rm_R(u. v. ) A ~RW.T. )] — T.rm_Ru,v,r) = T
.:: (nf(T) A L(T.rm_R@u. v, ) A T = 5.add_R(, v. /)] — T.rm_R(u, v,r) = S
ac
il Only a system security officer may manipulate a user’s role set, and so a call to add_R or rm_R
. 1s legal only if the user issuing the call has the role of system security officer. A call to add_R
o or rm_R preserves normal form-hood if and only if it is nonredundant and does not cancel the
" effect of the procedure call that immediately precedes it.
- The other two pairs of procedures that modify list-parameters follow the same pattern as
) add_R and rm_R.
-
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User roles:

add RO

nf(ln — [L(T.add RO, v,r)) — [[RO,T.s50) V u = v} A logged_in(u, ) A R(v, T, r) A user_exists(v,T) A
ref_secure(T, add_RO(u, v. r)]]

[nf(T) A L(T.add RO, v, r))] — [nf(T.add RO, v, r)) — [-ROW,T,H A -’ 3ST = S.rm RO, v, r)]]
[nf(N) A L(T.add RO, v, ) AROW. T, r)] — T.add RO(u. v, ) =T
[nf{T) A L(T.add RO, v, D) AT = Srm_ RO, v, r)] — T.add RO(u, v, r)) = S}

rm_RO

nf{(7) — [L(T.rm RO, v, r) — (logged_in(u, T) A [RO(u, T, s50) V u = v[ A R(», T, r) A user_exists(v. T)
Aref_secure(T, rm_RO(u, v, 1]

(nf(T) A L(T.rm RO, v, r)] — [nf(T.rm RO, v, r)) — (ROW, T,r) A-3u' ST = S.add_R(', v, r)}]
(nf(N A LT.rm RO, v, r) A-ROW, T, 1] — Trm RO, v,r) =T
[nf(NA LT rm RO, v. ) AT =S.add ROW ,v.r)] — Trm ROu.v,r) =S

Access sets:

add_AS

[(Af(T) — [L(T.add_AS(u, v,c.i, k)) —
[logged-in(u, T) A RO(u, T, sso) A ref_exists(i, T) A [role(v) V user_exists(v, T)] A ref_secure(T, add_AS(u, v, ¢, i, k))]]

{(nf(T) A L(T.add_AS(u, v, ¢, i, k))] — (nf7.add_AS(x, v, c, i, k)) —

e VS after_every ref,; 3,(S. add_AS, rm_AS, (4,i),2,v,3,¢,5,k (4,),2,v.3,¢,5. k. T)

s A=3j3u' 3S[T = Srm_AS(, v, c,j, k) A coref(i, T, j, 5)])

Y
:::‘:: (M) A LT .add ASu, v, c, L, )AT =S.rm_ASQ, v, ¢, j, k) A coref(i, T, j, S)] — T.add_AS(u, v, ¢, i, k) = S]

Al
’\‘ (nf(T) A L(T.add _AS(u, v, c. i, k)HA
_,) ~VSafter_every.ref(y 3,(S. add_AS, rm_AS, (4,0),2,v,3,¢,5,k (4,0),2.v,3,¢,5, k1)) — T.add_AS(u, v, ¢, i, k) = T]
oy, '
ety

oy

reld rm_AS

g’

b7 . (nf(T)y — [L(T.rm_AS(u, v, ¢, i, k)) —

.h [logged_in(u, T) A RO(u, T s50) A ref_exists(i, T) A [role(v) Vv user_exists(v, T)] A ref_secure(T, rm_AS(u. v, ¢, i, k))]]
o (nf(D) A L(T.rm_AS(u, v, ¢, i, k))] — [nf(T.rm_AS(u, v, ¢, i,k)) —
b 35 some_none_ref; 3,(S, add_AS, rm_AS, (4,1),2,v,3,¢,5. (4,0, 2,v,3,¢,5, k. T)
~" A=3j3u IS [T = S.add_AS(W', v, ¢, j, k) A coref(i, T, j, H]]

. (T A LT rm_AS(u. v, ¢, i, k) AT =S.add AS(W, v, ¢, j, k) A coref(i, T, j, )] — T.rm_AS(u, v, c. i, k) = §]

. (nf(I) A L(T.rm_AS(u, v, ¢, i, k))A

" 3§ some_nonc_refs 3)(S, add AS, rm_AS. (4,0),2,v,3,¢,5 & 4,,2,v.3,¢,5. k)] — T.rm_AS(u, v, c,i. k) = T]
= . . . .

A Predicates of the some_none_refi, . family allow us to say of a trace that it contains a call
N to a certain procedure and that this call refers to a given entity but is not followed by an
PY 7 occurrence of a procedure call of a certain sort referring to the same entity. More specifically,
:':::j some none _Tefim »)(S. C1, €2, (. 1)y J1. X1y -« oy jms Xm; (ky ), k1, Y1, - - -, kn, ¥a, T) states that S is a prefix
j-r_I} of T and is followed in T by a call to procedure ¢;. This call has a reference x in position j
o 9
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that refers at S to the same entity that r refers to at T, and this call to ¢; has argument x; in
position j;, for i from 1 to m, and there does not exist in T after S and the call to ¢, that follows
it, any occurrence of a call to c; having argument y; in position k;, for i from 1 to n, and
having in position k a reference that refers (at the trace to which the c; call is appended) to the
same entity that r refers to at 7. The predicate after.every ref,, ,, is defined as the negation of
some_none _tef(, ».

2.3.3 Asking for values

In this section we consider the specifications of functions that a system security officer may use
to ask for the roles, role set, clearance and access set of a user, the maximum classification of
information that is allowed to be displayed on an output device, the classification of an entity,
and the CCR value of a container. These specifications follow one of two simple patterns, the
first of which being exemplified by the specification of current_R:

current_ R

nf(l) — [L(T.current R(u,v.r)) —

[logged_in(u, T) A [RO(u, T. ss0) V u = v] A user_exists(v, T) A ref_secure(7, current_R(u, v, )i}
—nf(T.current_R(u, v))

[nf(7) A L(T.current_R(u, v.r))] — T.current Ry, v,r) =T

[nf(T) A L(T.current R(u,v,r))] — [[V(T.current.R(u,v,r)) = True — R»,T,r)] A [V(T.current R(u,v,r)) =
False — -R(v, T, n)]]

Note that instead of giving the conditions under which a legal trace ending in current_R whose
longest proper prefix is in normal form is itself in normal form, the second axiom of this
specification simply states that no trace ending in current_R is in normal form. This implies
that a legal trace ending in current_R whose prefix is in normal form is itself in normal form
if and only if y», where ' is any contradictory formula. We could just as easily have stated the
second axiom this way, but the formulation that was actually used seems more to the point.

The third axiom implies that a trace ending in current_R is equivalent to any normal form
trace that is equivalent to its longest prefix. The fourth axiom states that current R returns the
value true just in case the role set of user v at T contains the role ». The role set predicate R
is defined as follows:

RWw.T,ry — [[v=Roo! A r = ssolv
35 [some_none 2y(S,add R. rm_R, 2. v, 3. ;7 - 3, r, T) A —in_after (S, delete_user, 2, v, T)]]

That is, r belongs to v’s role set at T just in case there’s a point in the history of T such that v
has existed continuously since then and such that r was addew to v’s role set at that point and
not thereafter removed.

Note that in the case of current_R, the return value of the function in question is a truth
value, and the security parameter in question is a list, viz. the list of roles that some user is
authorized to have. The function is used to ask whether a particular value is in the list, and
returns the value true if it is and the value false if it is not. The other functions that have
this character are current RO and current_AS, which we display below. The specification of
current_AS includes a trace definition of the predicate AS.
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2 current RO

:: nf(7) — [L(T.current RO(u, v, r)) — [logged._in(u, T) A [RO(u, T, ss0) V u = v} A user_exists(v, T)A
ref_secure(T, current_ RO, v, r))]]

—nf(T.current_ RO, v))

[nf(T) A L(T.current_RO(u, v, r))] — T.current ROu,v,r)=T

3 [(nf(T) A L(T.current RO, v, r))} —
[[V(T.current_RO(u, v, r)) = True — RO, T, )] A [V(T.current_RO(u, v, r)) = False — ~RO(v,T, r)]]

3
< current_AS
¥ nf(T) — [L(T.current_ AS(u, v, ¢, r, k)} — [logged_in(x, T) A RO(u, T, sso) A user_exists(v, T) A ref_exists(r, HA
ref_secure(T, current_ AS(u, v, c, r, k)11
-nf(7T current_ AS(u, v, ¢, r, k)
) [nf(T) A L(T.current_AS(u, v, ¢, 7, k))] — T.current_ AS(u,v,c,r,K) =T
: (nf(T) A L(T.current.AS(u, v, c, r, k))] — [[V(T.current_AS(u, v, ¢, r, k)) = True — AS(v,c,r, k, 1A
i (V(T.current_AS{(u, v, c, r, k)) = False — —=AS(v,c,r k,T]I]
. AS(v, ¢, .k, T) — [RO®, T, s50)
( v3S [some_none_refs 3)(S, add_AS, rm_AS, 4,7),2,v,3,¢,5,k,(4,7),2,v,3,¢, 5, k, HA
o -in_after, (S, delete_user, 2, v, T)]]

K In cases where the parameter in question is a single value, the function involved will simply
Y return that value, as in the specification of the procedure current_CU, which returns a user’s
f clearance and which is displayed below along with the trace definition of the MMS model
. predicate CU:

current_CU

: nf(T) — [L(T.current.CU(x, v, r)) — [logged.in(u, T) A [RO(u, T, 550) V u = v] A user.exists(v. HA
ref_secure(T, current_CU(u, v, r))])

-nf(T.current.CU(u, v))
[nf(T) A L(T.current.CU(u, v, r))] — T.current.CUu,v,r) =T
[nf(T) A L(T.current_CU(, v, ))] — [V(T.current.CU(u, v)) = CU(v, T)}

CU(v, T) = | — [3S[some_none,1)(S, create_user, set.cu,2,v,3,/;2,v,T) A —in_after, (S, delete_user. 2, v, T)] V
[3S [some_none(S, set_cu, set_cu, 2, v, 3,[; 2, v, T) A —in_after; (S, delete_user, 2, v, T)]]

The other procedures whose specifications are of this second type are current_CE, current_CCR,
and current_CD, which we display below along with the trace defintions of their associated MMS
( predicates CE, CCR, and CD:

2 ol " e

current_CE

nf(T) — [L(T .current_CE(u, r)) — [logged_in(u, T) A RO, T, s50) A user_cxists(v, T) A ref_exists(r. THA
ref_secure(7. current_CE(u, r))]]

~nf(T.current_CE(u, r))
[nf(TY A L(T .current _CE(u.r))] — T.current CE(u,r)=T
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l.‘ 3
ey
..".' [nf(T) A L(T.current_CE(u, ))] — [V(T.current_CE(y, r)) = CE(r, T)
j "'-C: CE(r,T) = | — 353C3s([callname(C) = set_CE V callname(C) = cont_create Vv callname(C) =
: obj.create Vv callname(C) = downgrade] A arg(C, 2) = s A arg(C, 3) = [ A coref(s, S, r, T)

('a‘ A-3R in_after ref, (S.C.R, ¢, (2,r), 3, r, T) A [c = delete_ref v ¢ = downgrade V ¢ = set_CE]
LA

: *‘I

A current. CCR

‘ py

: s nf(T) — [L(T.current_CCR(x, r)) — [logged_in(u, T) A RO(i, T, ss0) A ref_exists(r, T)A

! -\) ref_secure(T, current_CCR(u, r)}]
g. X ~nf(T.current_CCR(«, r))
:, ':o: inf(T) A L(T.current _CCR(u, r))] — T.current. CCR(u, ") =T

)

:::.' [nf(?) A L(T.current_CCR(u, r))] — [V(T.current.CCR(u, r)) = CCR(r, T)

L)
{'"‘ CCR(r,T) = True «— 3Cp3RoYCVR [[callname(C) = set_CCR A prefix(R.C,T) A coref(arg(C,2),R,r,T)] ~
ey prefix(R.C. Ry.Co)] A arg(C, 3) = True]

K 2‘} CCR(r, T) = False — CCR(r, T) # True

“:"
W current_CD
\ '_ nf(T) — [L(T.current.CD(u, d)) — (logged_in(u, T) A RO(u, T. sso) A device(d)]]
) :’-;-'.: -nf(T.current_CD(u, d))

"

o [nf(T) A L(T.current.CD(u, d))] — T.current.CD(u,d) = T

D"

N [nf(T) A L(T.current.CD(u, d))] — V(T.current_CD(u, d)) = CD(d, T)]
(' CD, T) = x — [3§3C|[callname(C) = set_.CD A x = arg(C,3) A VDVR [prefix(R.D,§.C) — [prefix(R.D,T) A
k',. callname(D) = set_CDAcoref(arg(D, 2), R, d, T)]]]V[x = unclassifiedA—3S 3C [callname(C) = set_CDAprefix(S.C, T)A
:\f‘ coref(arg(C., 2), S, d, T)1

3

b 2.4 References and Entities

“ In the MMS security model, references to entities can be direct or indirect. A direct reference
oY is a number that serves as the name of an entity in the message system. An indirect reference
$:: is a sequence n; : ... : n; of numbers, where ny : ... : n; : n;, represents the n;,th element in
::',‘ the container to which n; : ... : n; refers. In the MMS model trace specification, references are
." defined recursively by the following axioms, where k is a variable that ranges over the positive
e integers.

ne

2 o J
R Recursive axioms

direct_ref(k) A Vr 3k[direct_ref(r) — r = k]

j direct_ref(r) — reference(r)

4 _-; reference(r) — reference(r : k)

D) .

, ,:-: reference(r) — [direct_ref(r) v 3s 3k [reference(s) A r =5 k]]
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-\" 24.1 Identifying references

It can safely be assumed that in the course of writing and modifying messages, entities will

{ frequently change their composition. Entities can be inserted in one another, deleted from one
o, another, or deleted altogether, for example. Yet we want to ensure that an entity retains its
-‘% security classification through such changes, unless the classification is explicitly modified, and
:‘;: we want the same access privileges to apply to an entity after it is modified, unless these access
Zﬁ. privileges are modified. In order to use references to identify an entity after it has been changed
\“: we define the conditions under which one reference can be said to refer to the same entiry at
i"" trace T that another reference refers to at trace S. This is done by means of the coref predicate,
! 5“;; a four-place relation that is governed by the following axioms:

e

e Coreference
(.' coref(r, T, r, T)

: coref(r, T, 5, R) — coref(s, R, r,T)

s coref(r, T, s, R) — [coref(s, R. t,S) — coref(r. T, ¢, )]

I : callname(C) = insert —

® [coref(arg(C, 2), T, arg(C, 3) : arg(C,4). T.CA [0 < k < arg(C, 4) — coref(arg(C,3) : k, T, arg(C,3) : k, TO) A [[k>
",:-' arg(C, 4) A ref_exists(arg(C, 3) : k, T)] — coref(arg(C,3) : k, T, arg(C, 3) : (k+ 1), T.C)]

i,. o [[callname(C) = delete_ref A coref(arg(C,2), S, s : , T)] '/ [callname(C) = remove A coref(arg(C, 3), §, arg(C, 2) :
Nora arg(C,4), NAk=arglC.HAs=arg(C,3)] - [0<n< k—coref(s : n,T,5s: n,T.C)) A [[n > k A ref_exists(s :
DA ne n, 1] — coref(s : n, T, s : (n— 1), T.OII

[callname(C) # delete_ref A callname(C) # insert A callname(C) # remove} — [coref(r, T, ¢, S) — coref(r, T. 1, 5.C)]

j _'.;: coref(r,T,s : k, T) — IC3S [prefix(S.C, T) A callname(C) = insert A coref(arg(C, 2), S, r, T) A coref(arg(C. 3), S, 5, T)]
:-\.':'3 The first three axioms state that coref is an equivalence relation if regarded it as a binary relation
-_:;: on pairs {r, T), where r is a reference and T is a trace. The third, fourth, and fifth axioms describe

~ how the identity of an entity is preserved when modified using the procedures insert, delete_ref,
2 and remove, which are the only entity-modifying procedures presented here. If a container is

» a
::::E modified by inserting an entity into it at position k, then the entities at positions 1 through & — 1
::_"'p in this container can still be referred to in the same way; of course, the newly inserted entity
";: becomes the kth element of the container; and, finally, those entities formerly in positions & + 1
; ) or higher now have their positions incremented by one. If, on the other hand, a container is

:}' modified by delete_refing or removeing an entity from position %, then the entities that were
,-;“; in positions 1 to k — 1 keep the same position, whereas entities in positions £ + 1 and higher
",' have their positions decremented by one. Coreference is not modified by procedures other than
ret delete_ref, insert, and remove. Finally, coreference holds between references r and s : k only if
.' r has been inserted into s.

L

Most of what needs to be said about entities can be put entirely in terms of references, but
for some purposes, such as the definition of potential modification, we will need to say things
directly about entities. Entities occur in this specification as the value of an entity function E

>

R

" . . ..

e which must satisfy these conditions:
o YrV¥sVT VR (coref(r, T, s, R) — E(r,T) = E(s, R)]
W
: o YrvT [ref_exists(r,T7) — 3yy = E(r, T)

L]

W
D L]
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o
Y
;:' \ entity_exists(x, T) — Irx = E(r,T)
2 U
r:::, entity(x) «— 3T entity_exists(x, T)
i
| ) [entity(x) A entity(y) — (x =y «— 3S3T3r| 3ry [E(r1,S) = x A E(rp, T) = y A coref(ry, S, rz, T))]
33‘ , VxVT [entity.exists(x, T) — 3z [z = value(x, T) A string(z)]]
' )
:} The based_on relation, which identifies those references that refer to the pieces of an entity, is
"y defined recursively:
f&n " VrVkVe [ref_exists(r : k, T) A E(r, T) = €] — based_on(r : k, e, T)
X VrVkVe (ref_exists(r : k, T) A based_on(r, e, T)] — based_on(r: k, e, T)
“
)
(! 2.4.2 Creating, modifying, and displaying references
i The procedures obj_create, cont_create, insert, remove, delete_ref, identify, and display can
X :} be used to create, modify, and display references.
:‘, . Entities are of two kinds: objects and containers. An object is an atomic or text-bearing
\ entity; a container is any sequence of entities. Objects and containers are created using the
° rocedures obj_create and cont_create, respectively.
o Y J y
L)
N
W obj_create
WY
o nf(T) — (L(T.obj.create(u, k, I, p)) — [logged_in(u, T} A string(p) A —3S [prefix(S, T) A ref_exists(k, S)]
{ - nref_secure(T, obj_create(u, k, [, p))1]
£ (nf(T) A L(T.obj_create(y, k, I, p))] — nf(T.obj_create(u, k, [, p))

oTalol uf

-

cont_create

nf(T) — [L(T.cont_create(u, k, [)) — (logged.in(u, T} A ~38 [prefix(§, T) A ref_exists(k, T)]
Aref_secure(T, cont_create(u, k, ))]1

)]

A
! :’ [(nf(T) A L(T.cont_create(u, k, [))] — nf(T.cont_create(u, &, 1))
L
by When an object is created, it is assigned a direct reference k, a security classification /, and a
~ value p, which is the textual string associated with the object. When a container is created it
Q‘_,\ is assigned only a direct reference and a security classification. Entities are inserted into and

%

removed from containers using the insert and remove commands, respectively.

&

AR

insert

o nf(T) — (L(T .insert(u, x, y, k)) — [logged_in(u, T) A [logged.in(u, y, T) — CU(u, T) > CE(y, T)]
:';-f nref_exists(x, Aref_exists(y, NACE(x, T) < CE(y, T)A—part_of(y, x, )Ak > OAAS(u, insert, x, 2, T)Acontainer(y)A
X :I;,"- AS(u, insert, y, 3, T) A ref_sccure(T, insert(u, x, y, K)) A [k = 1 v 3sH(s, T, y, k — DI}
:j' [nf(T) A L(T.insert(u, x. , k))) — nf(T.insert(s, x, y, k))
e
L
Te
N

e LNV P T o' 2% ¢ T Y % L 9% ] \ W Co
0.40,4M 0 ..' X MY ‘.l‘l..“.i ,0.\. Mo W ,‘~’!’l‘!‘l’!~,!".!’l !‘Q !.ln ( ¢ :‘!‘ !‘0\.‘l‘?""’!".i‘!‘!:?.”p:':,.?:.l.‘.r !&'. 0'.“4‘"0 .:A

O Ot LA LRI S
g o AW TV T

e b )

S



T T IW WU Tw R YR AR e e . '1

e
‘
2;
R ‘..
: oY
N remove
L) \l
: nf(l) — [L(T.remove(u, x. y. k)) — [logged_in(u, T) A ref_exists(x, T) Ak > O A AS(u. remove.x, 2, T)
1.9

AAS(u, remove, y, 3. T) A coref(y. T, x : k. T) A ref_secure(T, remove(u. x, y. k))}1

N

[nf(T) A L(T . remove(u. x, y. k))] — nf(I.remove(u, x, y, k))

b
o
-.-;: Note that inserting and removeing always preserve normal form-hood; this is intuitively correct,
J_; since one wants any legal modification of an entity to constitute a change in the state of the
s module. Note also that legality requires the classification of the inserted entity x to be no greater
t . . . . . . . . . . .
P than the classification of the container y into which it is inserted. This requirement is part of the
ool MMS definition of state security.
.\-:' removeing an entity from a container does not destroy the entity being removed. For this
Ny the delete_ref command must be used.
:,, delete_ref
4
:1 nf(T) — [L(T.delete_ref(u, r)) — (logged_in(u, T) A ref_exists(r, T) A AS(u, delete_ref.r, 2, T)
' '-:‘ Aref_secure(T. delete_ref(u. r))]]
) [nf(T) A L(T.delete_ref(u, r))] — nf(T.delete_ref(u, r))
o
N'.; Note that delete_refing a reference, like removeing a reference, preserves normal form-hood.
Ll .
o We have noted that delete_ref can, whereas remove cannot, be used to destroy, i.e. truly

ok 3
LN

delete, an entity. The reader may wonder why this is so, since nothing about the way the

~I . . . . ) .
i two procedures are specified suggests this. The answer lies in the definition of existence for
( references:
: ref_exists(r. T) — 3§ 3C [some_none_refig oy(S. ¢, delete_ref, (2.7); (2, 1), T) A [c = obj_create v ¢ = cont_create]]
N
. An entity (a reference, from the user’s point of view) exists just in case there is a point at which
:‘ it was created and after which it was never deleted.
- An entity can be displayed to an output device in any of a number of ways. One can display
A . . . . . . . .
" its value, its classification, its CCR value, its message type, or its direct reference. Hence the
: range of legal switches in the third argument of the display procedure. Note, however, that
":3 display is a procedure, not a function. Since displayed material need not be returned to the
9‘ console that executed it, treating display as a function would not be appropriate.
'~
' .
display
V.
3 n{(T) — [L(T display(u. r.f. d)) — [{logged_in(u. T)Aref_cxists(r, T)Adevice(d)A CUw, T) > CE(r. NACDMA. T) >
PY CE(r. T) AN AS(u. display, r.2. T) A |f = value Vv f = directref V [ = classification V f = type V f = ccr.value] A
-, U = value — [part_of(r.d. T) A 3S T = S.display(u. r. classification, d)]) AVz[[f = direct.ref A based_on(r,z. T) A
\ CCR(z. 1) = True] — CU(u. T} > CE(z. T))] A ref_sccurc(T". display(u, r. f. d))1)

[nf(T) A L(T display(u. r.f.d))] — [nf(T.display(u.r.f,d)) — YSVCI[[prefix($.C.T) A coref(arg(C.2).S.r. T) A
callname(C) = display Aarg(C.3) = f Aarg(C.4) = d] — IR 3D [prefix(S, R)A[[callname(D) = display Aarg(D. 4) =
d A coref(arg(D,2). R.r. T) A arg(D. 3) # [1V [callnamc(D) = delete_ref A coref(arg(D,2).R.r. )V larg(D,4) =
d A callname(D) = identify]]]]

.--
“,
Pl

y ‘: InNyA L(T display(u. r.f . d)) A3S 3C [prefix(S.C. T)Acoref(arg(C, 2). §. r. T) Acallname(C) = display Aarg(C.3) =
- [ Aarg(C.4) = d A ~3R 3D {prefix(S. R) A [[callname(D) = display A arg(D.4) = d A coref(arg(D.2).R.r.T) A
,_.:
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. arg(D, 3) # f1V{callname(D) = delete_ref Acoref(arg(D, 2), R, r, )]V [arg(D. 4) = d Acallname(D) = identify])]] —
T.display(u,r.f, ) =T

o

(' The special conditions in the legality definition associated with the cases where f = value and

»a f = direct_ref help to ensure that the MMS properties of State Security and CCR Security hold.

: The normal form statement says that a call to display preserves normal form-hood only if it is

el not made redundant by previous calls to display.

" Next we come to the procedure identify, which allows one to display a user’s user.id,’
" clearance, access set, roles, and role set on an output device. identify, like display is a procedure
oy rather than a function and for the very same reason.

»Y

R
N . .

; ~ identify

nf(T) — [L(T.identify(u, N, f, d)) — [logged.in(u,T) A device(d) A user(N) A [f = userid V f = clearance V f =

A access_set V [ = role_set V f = roles] A ref_secure(7', identify(u, N, f, d))])

O

‘ ‘__: (nf(T) A L(T.identify(u, N. [, &)1 — [nf(7.identify(u, N, f, d)) «— VSVC [[prefix(S.C, T) A callname(C) = identify A

A ” arg(C.2) = N Aarg(C,3) =f A arg(C,4) = d] — 3RID [prefix(S, R) A arg(D,4) = d A [[callname(D) = identify A

: :3 arg(D,2) =N A arg(D, 3) # f1V callname(D) = display]]

b [nf(T) A L(T.identify(u, N, f, d)) A 38 3C [prefix(§.C, T) A callname(C) = identify A arg(C,2) = N A arg(C,3) #
’ [ Aarg(C.4) =dA-3R 3D [prefix(S.C. Ry Aarg(D, 4) = d A [larg(D, 2) = N A callname(D) = identify A arg(D, 3) =
..:_ f1V caliname(D) = display]}] — T.identify(u, N.f, ) =T
~\ .

.",‘.

o
L 2.5 Downgrading and Releasing

e The final two procedures in the specification are downgrade and release. Since these procedures

‘S always modify the state of the module, they are always normal form preserving.

’

B

- downgrade

A nf(7) — [L(T.downgrade(u, r, [y — [RO(u, downgrader, T) A logged_in(u, T) A user_exists(u, T) A ref_exists(r, T)A

/ ':.: CE(r.T) > IAVtYK[H(, T.r k) — CE(, T) < I] A callname(C) = downgrade A AS(u, downgrade, r, 2, A

! ,\-}'. ref _sccure(T, downgrade(u, r, [)])

S

. (nf(I) A L(T.downgrade(u, r. )] — nf(T.downgrade(u, r, [))

AN

e

. release

J.: nf(I) — [L(T.release(u.r) — [RO(u. releaser.T) A uscr_exists(u, T) A logged_in(u, T) A ref_exists(r, 1Y) A T(r, T) =

.,-:.\ DM A AS(u. release. r, 2, T) A ref_sccurc(T, release(u, r)))

LAY

' j.: (nf(7) A L(7 release(u, r)] — nf(/.release(u,r))

L . .. . .

Note that the legality condition of downgrade requires the issuer of the command to have
j:-jl the role of downgrader. Similarly an issuer of release must have the role of releaser. These
‘:'cjl requirements ensure that the MMS conditions of Downgrade Security and Release Security are
o met. Also, in order to ensure State Security, a container must not be downgraded to have a

classification lower than that of any of the entities that it contains.

Y,

SDisplaving a uscr.id is a trivial operation, since in this specification we do not distinguish user names from
uscr_ids.

.
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‘-::
P 2.6 Security
>
::: The MMS model prescribes eight basic security properties: state security, access security, copy
( security, CCR security, translation security, set security, downgrade security, and release security.
o~ In this section we consider, one by one, each of these security properties and give the outline of
".:4 a proof that they are satisfied by any module that meets the specification outlined above.
o 2.6.1 State Security
Y
o The original MMS definition of state security has five parts: (i) no ¢ ‘ntainer may have a lower
t?s clearance than the entities it contains, (ii) no entity displayed on a user’s terminal may have
::: a classification that is higher than the user’s clearance, (iii) no entity may be displayed on an

: output device unless its classification is displayed along with it, (iv) no user may have a role
( that does not belong to his current role set, and (v) the actual classification of an output device
may not exceed its authorized maximum classification. These requirements are specified in the
following definition of the trace predicate state_secure.

b
i g
~~:.: state_secure(T) — [VrVsVk [H(r. T, s. k) — CE(s,T) < CE(r, )] AVoVuVkVr [[H(o.T.r k) Alogged_in(u. 0. T)] —
2 CU(u, T) > CE(r. )] AVoVx{D(0,x, value. Ty — D{o. x, classification, T)) AVu[ROw.T,r) — Ru.T.r)]A
.3 Vo [CD(o,T) > CE(0, THII
<9
:::‘ Proving that state security holds simply means proving that every legal trace satisfies this pred-

f? .
N icate, i.e.
)

Lemma 1 (State Security) VT [L(T) — state_secure(T) ].

Z‘: Proof: Consider the first clause. Suppose that L(T) and H(r, T, s, k) hold. Then, by the definition
) :'_: of H, it follows that r : k is coreferential with s. By the axioms for coref, this means that the
y -:f entity E(s,T), to which s refers at 7, was at some time inserted into the entity E(r.T). Since
~ L(T) holds, every prefix of T must be legal, and so the insertion of E(s,T) into E(r,T) must
wy have been a legal operation. Hence, at the time of insertion S, it must have been true that
‘_",.\ CE(s,S) < CE(r.S). But since T is a legal trace, all of its prefixes are legal, and since the
AN downgrade operation is specified so that a container cannot legally be downgraded to below
QP.:‘_ the level of its most highly classified element, and in view of the Downgrade Security Lemma
'. (proved below), it follows that CE(s, T) < CE(r,T).
e Consider the second clause, and suppose that L(T), H(o, T, r, k) and logged_in(i,0,T) all
:. .:; hold. From H(o, T.r. k) it follows that coref(o : k. T,r,T), and since logged._in(u.0.T), it must
) < be that u inserted L(r.T) into o during his current session. (The latter follows from the last
¥ ::: coreference axiom and from the fact that logging out is only legal if one’s terminal is clear, so
® that 0 must have been empty when u logged in.) Since u himself or herself inserted E(r.T) into
__: o, it follows from the legality condition of insert that u had the necessary clearance at the time
:.'.: of insertion. Since references can only be downgraded, and since the clearance of a user cannot
S be changed except when he is logged out, it follows that CU(u, T) > CE(r, 7).
": Regarding the third clause, suppose that D(o, x. value, T) holds. Then, by the definition of D,
\7 it follows that from some time in the history of T, say at trace S, the value of x was displayed
.::.; on 0. The legality clause for display implies that the last procedure call in § is the operation of
e
7
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displaying x’s classification on o. This classification must still be displayed at T, since x has not
been removed from o in the meantime, hence D(o. x, classification, T) holds as required.

Regarding the fourth clause, suppose that RO(u, T.r) holds. Without loss of generality,
suppose that u is not Root, T is not the empty trace, and r is not sso. Then, by the definition of
RO, it follows that r was, at some time S in the history of T, added but never thereafter removed
from the list of u’s roles. But then by the legality condition of add R it follows that r was in u’s
role set at §. And, since R has been a role of u continuously since S, it follows from the legality
condition of rm_R that r was never removed from u’s role set. Hence R(u.T.r) as required.

Regarding the fifth clause, suppose, without loss of generality, that CD(o, T) is higher than the
value unclassified. Then it was set higher at some point in the history of T; let S be the moment
of the last such setting, and let / be the level to which CD was last set. The legality condition of
set_CD implies that / > CE(o. S) holds. Now consider moments since S; by hypothesis, CD has
not been modified since S, but if CE has been modified, then, by the legality condition of set_CE,
it follows that any such modification was to a level no greater than /. Hence CD(o, T) > CE(o, T),
as required.

26.2 Access Security

The original MMS model definition of access security states that a user may perform a given
operation involving an entity only if the triple cor-isting of (a) either the user or one of his roles,
(b) the operation, and (c) the entity’s position appear in the entity’s access set. In order to state
this requirement in terms of traces we define the predicate acc_secure, which holds of a trace
and a procedure call just in case the given procedure call itself does not violate access security.

acc_secure(T. C) — Vk[reference(arg(C. k)) — [AS(arg(C, 1), callname(C), arg(C, k), k, T) v 3r [RO(arg(C, 1), T, r) A
AS(r. callname(C). arg(C, k), k. TH}]]

Proving that the module specified here meets the requirement of access security means proving
that every legal occurrence of a procedure call satisfies this predicate, i.e. we must prove:

Lemma 2 (Access Security) VIVC[L(T.C) — acc_secure(T, C)].

Proof: By the definition of ref_secure and by inspection of the legality condition of each proce-
dure.

2.6.3 Set Security

Set security is really two requirements: (i) a change in the maximum classification of a device
or the classification or role set of a user may only be made by a user with the role of system
security officer, and (ii) a change in the role of a user may only be made by the user himself or
by a system security officer. Proving that our specification meets this requirement means proving
that every legal occurrence of a procedure call satisfies the predicate set_secure:

setsecure(T. C) — [VoVx[[CD(o.T) # CD(o. T.C) v CU(x,T) # CUx, T.C)V 3! —=[R(x, T.I) = R(x.T.C.D)]] —
RO(arg(C. 1). T sso)] A [Vu |31 =~[RO. T. [) = RO, T.C. )] — [u = arg(C, 1) V ROu. T, s50)11]
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)
-:J
e Lemma 3 (Set Security) VTVC[L(T.C) — set_secure(T, C)].
]
Y
.,-‘ Proof: There are four cases to consider. To begin with, consider the case where CD(o,T) #

CD(0.T.C) holds. From this and the definition of CD it follows that callname(C) = set_CD.
Since L(T.C) holds, we have by the legality axiom for set_CD that RO(arg(C,1),T, ss0), as

-

:::: required.
.-:: Suppose next that CU(x, T) # CU(x, T.C). From this and the definition of CU it follows that
: callname(C) = set_cu. Since, again, L(T.C) holds, we have by the legality axiom for set_cu that
' RO(arg(C, 1), T, sso), as required.
::: Suppose that -[R(x,T,[) = R(x,T.C, )] holds; there are two cases. If R(x.T./) holds but
> R(x.T.C.!) does not, then callname(C) = rm_R, by the definition of R. But since L(T.C) holds,
: it follo~vs from the legality axiom for rm_R that RO(arg(C, 1), 7, sso), as required. If R(x,T.C, /)
("" holds but R(x,T.!) does not, then callname(C) = add_R, by the definition of R. By a similar
argument, it follows again that RO(arg(C, 1), T, ss50).

:'_: Finally, suppose that -[RO(u,T,]) = RO(u,T.C, ); the argument and case structure are
-;: exactly as for the previous case, except that in this case it follows that [u = arg(C.1) v
P RO(u.T. 550)]. g
e

fu:;' 2.6.4 Downgrade Security

"' To express downgrade security we need the following predicate, which holds of an occurrence of

YN a procedure call just in case that occurrence either brings about no downgrade in the classification
{ of any entity, or, if it does, then it is an invocation of the downgrade procedure by a user with
o the role of downgrader.

A
_ '."-\ downgrade_secure(T. C) — Vx [[~device(x) A CE(x, T) > CE(x, T.C)] —

- {caliname(C) = downgradeA
.-\\ RO(arg(C, 1), T, downgrader)))

oo To establish Downgrade Security we prove:

:.{: Lemma 4 (Downgrade Security) VI'VC|[ L(T.C) — downgrade_secure(T, C) |.
SN

';' Proof: Suppose that CE(x,T) > CE(x,T.C) holds. Since x has a classification at T, C must
- not be a call to either the procedures cont_create or obj_create, and since x is not a device,

:::: C must not be a call to set_CE, either. Hence, by the definition of CE it must be a call to
. downgrade, as required. And since T.C is legal, it follows by the legality axiom of downgrade

et Yl
v 1
)

that RO(arg(C, 1), T, downgrader), as required.

,.. -
- .
gl A .'5.!'

2.6.5 Release Security

For establishing release security we need this predicate.

releasc_securc(T, C) — [[T(r,T) = RM — [T(r.T.C) = RM AVuIRE(r.T.u) — RE(r, T.C.w)I1A[IT(r. T} # RM A

d 1.: T(r,T.C) = RM] — [RE(r,T.C, arg(C, 1)) A callname(C) = release A arg(C.2) = r A ROQrg(C. 1). T releaser) A
"y T(r.T) = DMJI]

-
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:‘ ;.: Lemma 5 (Release Security) VT VC [ L(T.C) — release_secure(T, C)].

o

r‘:" Proof: There are two cases. Suppose that T(r,1) = KM; then callname(C) # release, by the

legality axiom for release, which also implies that RE(r, T, u) — RE(r,T.C, u), since T is a prefix
of T.C.

o T
" K]

:.'j, Suppose instead that T(r,7) # RM but T(r,T.C) = RM. In this case it follows from the
:-' definition of T that callname(C) = release and arg(C, 2) = r, as required. By the legality of T.C
1 }’ and by the legality axiom for release it follows that RO(arg(C, 1), T, releaser) holds, as required,
{:, and by the definition of DM it follows that T(r,T) = DM, as required. J
LW
iJ 2.6.6 Translation Security
e
£, In order to prove translation security we need this predicate:
(
';'.: trans_secure(T, C) — Yo VxVzVu [[logged.in(u, o, T.C) A directref(x)A
:}: D(o. x, direct_ref, T.C)] — Vs [3r Ik [arg(C, k) = r A E(r,T) = E(x,T) A based_on(r, 2, ) AE(s,T) =zA CCR(s,T)] —
VS CU@. T) > CE(s. Dl
SH
‘.. Lemma 6 (Translation Security) VT'VC [ L(T.C) — trans_secure(T,C) ].
SN Proof: Suppose, as required, that a direct reference to an entity is being displayed on the terminal
0N of a user who is logged in; i.e. suppose that D(o, x, direct_ref, T.C) and the other hypotheses of
1 trans_secure(T., C) hold. Then, by the definition of D, there is a prefix S.C of T such that C is a
w call to display and direct_ref is its third argument. By the legality of S.C and the legality axiom
e of display, it follows that CU(u, T) > CE(s, T), as required. g
,.
o
+ s
. ﬁ: 2.6.7 Copy and CCR Security
-
‘
—~ Copy and CCR security are based on the notion of potential modification, for which a rather
T complicated trace definition is given in the appendix to this report. The idea behind potential
:: ) modification, is this: a procedure call C potentially modifies a reference r at a trace T with an
:" N entity y as a contributing factor if and only if there is at least one trace S that would be equivalent
v " to T except for the values of some entities,® such that C executed at S modifies some function
§ . . . .
° F of r, where F is taken from the following list: access set, containment, value, CCR value,
'.E- classification, or message type, and where the F-value of r varies depending on the (entity) value
N of y. Copy security requires that any such contributing factor have a classification no higher
- - - . . . 3 . - . “
than r itself has. CCR security requires that if y is an entity that is based on a CCR container x,
, and if y is a contributing factor in the potential modification of some reference, then the security
. clearance of the user submitting the procedure call must be at least as great as the classification 4
7 of x.
' The relevant trace predicates for copy and CCR security are these:
"
o copy.-sccure(T, C) — VrVy [p-modify(C,r,T,y) — 3x[y = E(x,T) A CE(x,T) < CE(r, T)]
_ 5Such an § would be trace equivalent to T, since entity values do not figure in trace legality and since there
s _\_ are no functions in the module that retum them as values. Equivalence up to a single reference is expressed in the
P o.equiv predicate.
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CCR_secure(T, C) — YuVrVzVy{[3kr = arg(C, k) A based_on(r,y, T) A Js[y=E(s, T) ACCR(s, TH A
p-modify(C, z, T, E(r, T))] — CU(u, T) > CE(z, T)]

Lemma 7 (Reference Security) VI'VC[L(T.C) — [copy_secure(T, C) A CCR_secure(T, C) }.

Proof: Suppose that L(7.C) holds. Since ref_secure(T, C) holds of each T and C such that T.C
is legal, it suffices to prove that p-modify(C, r,T,y) — 3s3k[coref(r,T,s,T) A arg(C. k) = 5].
Assume that p_modify(C, r, T, y) holds. Let S be given such that S = T and —e_equiv(S. S.C. E(r, S))

both hold. Let F be an entity function for which S and S.C are not equivalent. Note that since
E(r,S) is assumed to be well-defined, it follows that C is not cont_create or obj_create. Note

also that no matter which entity function F is, it follows from the definition of the F-predicate
(e.g. the definition of CE(x,T)) that C must be a certain procedure that sets the value of F.
Obviously, some reference to E(r, T) will have to be mentioned in the call to any procedure that

sets the value of F for E(r,S), and so it follows that ds 3k [coref(r. T, s, T) A arg(C.k) = s, as
required. §

Finally, we summarize the eight basic security properties in the predicate MMS _secure:

MMS_secure(i', C) — [acc.sccure(T, O)Acopy.secure(T, CY)ACCR _secure(T, C)Atrans_sccure(T, C)Aset_sccure(T, O)A
downgrade_secure(T, C) A release_secure(T, C) A state_secure(T)]

These lemmas and this definition suffice to prove our main theorem.

Theorem 1 (MMS Security) VI'VC[L(T.C) — MMS_secure(T, C)].
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Appendix — The MMS model specification

Procedures

login
(M —~ [T login(u, d)) — [—logged_in(u, d, T) A uscrexistxx, T) A relsecure(T, login(u, 4))}}

(T A L(T login(u, d))] — [af(T login(u, d)) «— ~Ix3R T = R logoul(u, &)}
[nRT) A L{T.login(u, d)) A T = R.logout(u, d))] — T.login(u, &) = T

create_user

nf(T) — [T create.user(u, v, D)) — [RO(x, T, 330) A user_cxists(w, T) A logged_in(u, T A ~uscrexints(v, T) A refsecure(T, create_user(x, v, N)])
Inf{iTY A L(T creste_user(u, v, )] — [nf(T create user(u, v, [} «— -3/ 3R {T=R delete_user(s’, v)A CU(v, R) = 1]

[nRT) A L{T .crente_user(x, v, D) A T = R delete_user(i, v} A CU(v, T) =] — T create_user(u, v,) = R

set _CU

nf(T) — [IAT. setculu, v, N)) =~ [RO(n, T, 130) A uscrexists{u, T) A logged.in{u, T) A uxcrexist(v, T) A -logged.in(v, T) A refsccure(T, set_cu(u, v, D))}
{nfT) A LT set.cu(u, v, D) — [nfT setucu(u, v, D) — (CU. T #1 A ~353' 3V 37 T = S.setentd, vV, )]
[nfT) A (T seteu(u,v. DY A CUw, T) =] — T.setewu, v.N =T

(0T A 14T seteu(u, v, D) A T = S.seteu(’ , v/, ') — T.setcu(u, v, D) = § setucu(u, v, H)

add_R

af(T) — [T add.R(x, v, r))} — [RO(u, T. s30) A logged.in(u, T) A userexists(v, T) A refsecure(T, add_R(x, v, r)))}
(nfT) A LT 2dd R(u, v, r))] — (0RT.add-R(x, v, 7)) — [~R¥, T, r) A =34/ 35T = S.em.R(4, v, )]

(nRT) A T add R(x, v, 7)) A R, T, )] — T.add R(u,v, ) =T

[nRT) A 1(T.add R(x, v. ") A T = S.rm_R(x , v, r)] — T.add Rk, v, r)) = §)

rm_R

af(T) — [T .rm_R(w, v, r) — (logged_in(u, T) A RO(u, T, 330) A userexists(v, T) A ~RXv, T, r) A refsecure(T, rm_R{u, v, r}]]
(A7) A UT.emR(u, v, r)] — [nRT.rm_R(y, v, 1)) — [Rtv, T, ) A =3u’ 35T = S addR(x', v, I]]
MDA LT rmR(w, v, ) A RV, T.7)) — TrmRu,v,n=T

(AT A LT rmR(u, v, ) AT =S add R/, v. 7)) — T rm.RGu, v, r) = §

add RO

nf(T) — (1T add_RO(x, v. r)) — {{RO(u, T, 330) V u = v] A logged_in(u, ) A R(v, T, 7} A userexiss(v, T} A ref_secure(T, add_RO(u, v. r))]]
(RAT) A LT 2add RO(u. v. r))) — [nfT add RO(u, v, r)) — [~RO, T, H A =3 3ST = S rm_ROG', v, 7]
(nfT) A IUT 2dd RO(u, v, ) ARO(v. T, 7)] —~ T add RO, v.7) = T

[T, A LT 2dd RO, v, ) A T = S rm_RO(w’ , v, r)] — T.2dd.RO(u, v, r)) = §)

rm_RO

nf(T) — (14T rm.RO(w, v, r) — (logged.in(x, T) A [RO(x. T 330) V u = v] A R(v, T, r) A userexisu(v, T) A refsccure(T, rm.RO(u, v, )]}
(0T A 14T tm_ROCu, v, r)] — (of(T rm RO(x, v, ) — (RO(v. T, 1) A ~3u’ IST = S add R(W’, v, 1))

[0fT) A I{T rm.RO(u, v, 1) A ~RO(v, T, 7)] — T.rm RO(u, v, ) = T

(MDD A LT rmRO(u, v, r} A T = Sadd RO’ , v, )] —~ T rm_ROu, v, 1) = §

delete_user

nf(T) — [1(T delete_user(u, v)) «— {logged.in{u, ) A RO(u, T, 380) A userexisu(v, T) A refsccure(T, delete user(u, v))]]
(NAT) A LT delete_uuser(u, v}} — [nf(T delete user{x, v) « [-*3«' ST = S create_vser(s’, v)]

{nfT) A 1T delete user(u, v)) AT =S create_user(’  v)] — T delete_user(u, v) = §)
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add_AS

[n&T) — [I(T.8ddAS(x, v, c, i, b)) — [logged.in(x, T) A RO(x, T, 330) A relexists(i, T) A [role(v) V userexists(v, N} A relsecur(T, sdd_AS(n, v, ¢, i, ))})
{afiT) A L(T.add AS(y, v, ¢, i, k)] — [nfT.add.AS(x, v, c, i, k)) ~ vSnﬁzr.cvery.:ef(glg)(S. add AS, rm_AS, (4,),2,v,3,¢,5 k4, ),2,v,3,¢,5 kDA
~3j3 35(T = S.rm ASW , v, ¢, j, B) A corefli, T, j, S]]

[ A L(T.add AS(, v, ¢, i, ) AT =S, rm.AS( v j B A coef(i, T/, 5)) — T.8dd AS(x, v, ¢, i, k) = §]

[N A L{T.add AS(x, v, ¢, i, )} A VS aftereveryrefy 3)(5, addAS, MLAS, (4, 1), 2,v, 3, ¢, S,k (4,),2,v,3,¢,5 kD] — Tadd AS(x, v,c, i, k) = T)

rm_AS

(a8 —~ [LT.rm_AS(x, v. c, i, &)} «— [logged.in{w, T) A RO(«, T, 330) A ref_exista(i, T} A frole(v) V user_exists(v, T)] A refaccure(T, rm_AS(x, v, ¢, i, }))]]
[0 A LUT.rm_AS(u, v, ¢, i, k))] — [0f(T.rm_AS(x, v, ¢, i, b)) —~ 3§ lonz.nme.}ef(glg)(s, add_AS, rm.AS, (4,1),2,v,3,¢,5,k:(4,,2,v,3,¢, 5 kA
=33 3S[T = S.add ASW', v, ¢, j, k) A corefi, T, j, N

[RT) A L(T.rmAS(x, v, ¢, i, D) A T = S.add A’ , v, ¢, j, K} A carefii, T, j, )] — T.rmAS(w, v, ¢, i, ) = 5)
[T A LT rm_AS(u, v, ¢, i, k)) A 3§ lome.nmc.mfc';)(s, add_AS, rm_AS, (4, 1),2,v,3,¢,5, 54, 0,2,v,3,¢,5k ] — T.rmAS(x, v,c, i, )= T)

current. R

nf(7) — (LT .current R(u, v, r)) = [logged_in{u, T) A [RO(k, T, 530} V u = v] A userexists(v, T) A ref_secure(T, current.R(x, v, r))]]
~nf(T.current_R(u, v))

[0RT) A L{T.current_ R(x, v, r))] — T.currentR(x, v, ) =T

[0RT) A LUT current R(x, v, r))] — [[V(T.currentR(«, v, r)) = True — R(v, T, )] A [V(T.current R(x, v, r)) = False — ~R(v, T, n)]]

current_ RO

nf(T) — [I(T.current RO(w, v, 7)) — [logged.indu, T) A {RO(x, T, 0) V & = v] A userexist(v, T) A ref.secure(T, current.RO(x, v, 7))]]
—nf(T.current RO(x, v))

[nf(T) A ILT .current RO(x, v, r)})] — T.currentRO(x, v, 7) = 7T

[nRT) A 1T current RO(x, v, r))] — ([V(T.current RO(«, v, r)) = True — ROy, T, )] A [V(T.current. RO(x, v, 7)) = False — —RO(v, T, n]]

current_CU

nf(1 — [1(T.current_.CU(x, v, r)) — [logged.in(x, T} A [RO(u, T, 330) V u = v] A userexists{v, T} A ~~ o, current CU(u, v, )]
S nf(T.current. CU(x, v))

[afT) A LT .current.CU(x, v, r))] — T.current.CUs, v, ) = T

[nfT} A I(T.curreat.CUx, v, D)) — {V(T.current.CU(x, v)) = CUfv, T))

set_CCR

of (T) — [L{T set.CCR(wu, r, x)) ~ [logged_in(w, T) A userexists(u, T) A container(r, T) A ref_existe(r, T) A AS(u, 3eL.CCR, », 2, ) A ref_sccure(T, 3e1.CCR(x, r, x))])
[nRT) A LLT.5et.CCR(x, 7, x))] — [nfT.set CCR(x, r, X)) — [CCR(r, ) # x A ~353v 3y T = 5.3t CCRE, 7, y)]

[RT) A LT .set. CCR(x, r, x)) A CCR(r, T) = x] — T3t CCR(x, 7, x) = T

[RET) A 1T 3et.CCR(u. 7, ) A T = S.9t_.CCR(v, 7, )} — T.3et.CCR(x, 7, x) = S.3et.CCR(, , x)]

downgrade

nf(T) — {ILT.downgrade(u, r, ) — [RO(x, downgrader, T) A logged.in(x, T) A user_exists(u, T) A refexists ACE(r,T) > IAVIVKIHUL, T, r, k) — CE(, T < 1] A callname(C) =
downgrade A AS(x, downgrade, r, 2, T) A refsecure(T, downgrade(x, r, )]

[aftTY A L(T downgrade(u. r, )] — nf(T.downgrade(u, r, )

release

nf(T) — [I{T release(u, r) — [RO(u, releaser, T) A userexists(u, T) A togged_in{u, T) A refexists(r, T) A T(r, T) = DM A AS(u, release, 7, 2, T) A refsecure(T, release(x, r)])
[nf(T) A LLT release(u, r)] — nfT release(u, r))

logout

al(T) — [L{T logout{x, d)) — [logged.in(u, d, T) A ~ 37 3klid, T, r, k) A refsecure(T, logout(u, M)}
(aRT) A LLT logout(u, d))] — [nRT logout(u, d)) — ~35 T = 5. login(x, &}
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[0RT) A L(T.logout(u, &) A T = §_login(x, d)] — T-logout(u, d) = S|

currenf_AS

nf(T) — (LT .current AS(u, v, ¢, r, &)} — [logged.in{u, T) A RO(«, 7, 530) A uscrexists(v, T) A refexisu(r, T) A ref sccure(T, current_ AS(u, v, c, r, k))]]

- nf(T.current. AS(u, v, c. r, k)

[aftTY A L{T.current AS(x, v, ¢, r, k))} ~ T.current AS(w,v,c,r, k) =

[nfT) A L{T.current AS(u, v, ¢, r, k)] — [[V(T.current AS(u, v, ¢, 7, k)) = True «= AS(v, c,r, k, )] A [V(T.current AS(x, v, ¢, r, k)) = False «~~ =AS(v, ¢, 7. & )]

current_CE

of(T) —~ [T current.CE(x, 1)) — llogged.in(k, 7) A RO(u, T, 330) A user-exista(v, T) A refexistslr, T) A refsccure(T, current. CE(«, r))]]
~nf(T. current CE(w, 7))

[nf(T) A L(T current.CE(x, )] — T.current. CE(u,r) = T

[nfT) A LT .current CE(«, r))] — [V(T.current.CE(x, r)) = CE(», T)

current_CCR

nf(T) — (LT current CCR(x, r)) — [logged.in(u, 7) A RO(, T 330) A refexists(r, T) A ref_secure(T, current. CCR(w, r))}|
—nf(T current.CCR(x, r))

[n&T) A L{T.current CCR(u, ))] — T.current. CCR(x, 1) = T

(af(T) A L{T current.CCR(u, r))] — (V(T.current.CCR(x, r}) = CCR(r, T

current. TY

nf(T) — [L(T.current.TY(u, r)) — [logged_in(u, T) A RO(x, T, s30) A refexist(r, T) A relsecure(T, current. TY(w, r))}}
—af(T.current. TY{u, 7))

[0RT) A L{T.current . TY(u, r))}] — T.current.TY(u, ) =T

(aRT) A IUT current. TY(u, r))] — (V(T.currentTY(u, r)) = T(r, 1]

set_ CE

of(T) — [I{T set CE{u. d, 1)) ~ (logged.in(u, T) A AS(u, set.CE, d,2, T) A device(d) A 1 < (X4, T) A refsecure(T, set CE(u, 4, ))])

[nRTY A (T 3et.CE(u, d, )] ~ [nRT.9et.CE(u, d, D) — [~3« 37 IS T = S.9et.CEW , 4, 1') A VCVR [[prefix(R.C, T) A callname(C) = 3et.CE A corefarg(C, 2), R, d, T)} —
(g€, 2) £1 v 3C 35 [callname(C’) = set.CE A coreflarg(C’, 2), 5, d, T) A preix(R.C, 5.C") A arg(C’, 2) £ 0]

[ART) A UT set CE(w, d, D) A T = 5.9et. CE(W’  d, ¥')] — T.set.CE(x, d, ) = S.3et .CE(x, d, )

(AT A L(T.set CE(x, d, ) A 3C 3R [prefix(R.C, T) A callname(C) = set.CE A coreflarg(C, 2), R, d, TN A arg(C,2) = I A ~3C 3§ [callname(C’) = 3¢t CE A coreflarg(C’, 2), 5, d, ) A
prefixiR.C,5.C) A asg(C’,2) £ NN]] — T.9et CE(u, d, H = T

set_CD

nf(T) — [L{T.9et.CD(u, d, D)) ~ [logged.in(u, T) A RO(x, T, ss0) A CE(d, T) < ! A device(d) A refsecure(T, set.CD(w, d, N)]]

[08T) A 1T set CB(k, d, D)] — [nfT.set CDu,d, D) — (~3u’ X IST = S.9e.CDG’ 4, ') A YC VR [[prefix(R.C, T) A callname(C) = 2t.CD A caref(arg(C, 2),R,d, T} —
farg(C,2) #1 v 3C' 3§ [callname(C’) = 3et.CD A corcfasg(C’. 2), §, d, T) A preix(R.C, §.C") A wrg(C’, 2) £ M)

[ART) A LT et CD{u, d, D) A T = S.9et CDX , d, 1)) — T.set.CD(x,d, ) = S.9et.CDu, d, D

IRATYA 1T set . CD(u, d, D) A 3C 3R [prefix(R.C, T) A callname(C) = set.CD A coref(arg(C, 2), R, d, DA arg(C,2) =1 A ~3¢’ 3§ [ullnlns((,") = 3¢t CD A con:((nrg(d 2, 85,4 DA
PreSx(R.C, S C'Y A arg(C’ 2) # 1] — T.9etCDw, 4, D =T

current_CD

af(T) — (LT current.CD{u, d)) — (logged.inku, T) A RO(x, T, 330) A device(d)]]
—nf(T current . CIXu, 4))

[nRT) A IA{T.current.C{u, d))] — T.curremt . CD{u, ) = T

(aftT) A 1T current CXu, d))] — Y(T.current.CI{u, d)) = CD(4, 1]

display

af(T) — [T display(w, r, [, &) — [logged.in(u, A refexins(r, D Adevice(d)A CUw, T) > CE(r, DACDW, T) > CE(r, TIAAS(w, display, r, 2, DA/ = value V[ = directref V/f =
classification V f = type V [ = ccr.value] A {f = value — [partoflr, d, ) A 35 T = S.display(w, 7, clamsification, d))) A V2 [|f = direcLref A basedon(r, r, T) A CCR(z, T) = True] —

25

o S Y T S

‘ - " A u " L R
oY ’ *' !ﬁ N ,‘l !k R 'l"-:&,\.l ,.o. .,’l‘!a‘.h .....:....,‘!!. ». A% ‘:‘:‘n.:‘!.'




o
oty

2%
L 4

T

L
1

Ay 5%

:i.“ -f ‘._ ’Au X, (s
o . ) O

14
'O
-

&

g

T ah p -
o
Fi £ & WO S

e

D
<,

A

>

z.

-~

R

)%

PO
. LY ) &
ll\f e

»

-

v e ) >0
@ ooy

SALAEY RS

Ao

{ ’l ..I "n ’. .“

s

s
i g

-

e x 0
Plia

=l

-

‘s @
X

S

v I I T O R T T TN TN W T T T WU U S e W a ww WL ma W »m o,

CU(s, ) 2> CE(1, DI A refsccure(T, display(x, r, /, d)]]

[aftD) A LT display(u, r, f, &)} — [of(T.display(x, 7, f, d)) — ¥SVC ([prefix(S.C, T) A corefarg(C, 2), 5,7, T) A calluame(C) = display A wrg(C,3) = £ A wg(C.4) = d) —
3R acl:l(plcﬁx(s. R) I/d\‘((t:;’uﬁalmn(p) = display A gD, 4) = d A coeflarg(D,2), R, 7, T) A arg(D,3) p 1 V [callname(D) = deleteref A corefarg(D, 2), R, r, D) V [asg(D, 4) =
d A callname(D) = identity}]]

[n&T) A L(T.display(s, 7, f, ) A 35 3C [prefin(S.C, ) A corefarg(C, 2), S, 7, T) A callname(C) = display A arg(C,3) =/ A arg(C,4) = d A ~3R 3D [prebx(S, R) A ([callbame(D) =
display A arg(D,4) = d A coreflarg(D, 2), R, 7, T) A wg(D,3) # f1 v {callnamo(l)) = deleteref A corcBarg(D,2),R, r, N} V [arg(D, 4) = d A callname(D) = idenuity]))) —

T.display(u, r, f, =T

obj.create

af(T) — [L(T.objcreate(w, &, 1, p)) — {logged.in(u, T) A string(p) A =35 [prefix(S, T) A refexista(k, 5)] A refaccure(T, obj.create(u, &, I, Yl
T A L(T objcreate(u, k, I, p))] — nfT.obj.create(u, k, 1, p))

cont_create

nf(T) — [UT.contcreate(u, k, D)) ~ [logged.in(u, 7) A 3§ [prefix(S, T) A refexista(k, T)) A refsecure(T, contcreate(s, k, 1))])
{aft7) A L(T contcreate(s, &, D))] ~ nf(T.cont_create(w, &, )

insert

nf (1) — [L(T.Insertlu, x, y, £)) o [lc o-diinln, 1) A [loggedins, y, T) — CU(x, T) > CE(y, 1] A refexist(z, ) A rofexist(y, T) A CE(z, T) < CE(y, ) A ~pantofly, x, D A k >
O A container(y) A AS(x, Insert, x,2, T) A AS(u, Insert,y, 3, T) A refaccure(T, Insert{s, x,y, ) A [k = 1 v 3sH(s, T, y, k ~ 1)]]] -

[n&T) A T Insert(n, x, y, k))) — (T Insert(y, x, y, k)

remove

nf(T) -~ [IT.remove(u, x, y, k)) ~ [logged-in(u, T) A refexists(x, YA k > OA AS(x, remove, x, 2, T) A AS(x, remove, y, 3, A corefly, T, x © k, T) A ref secure(T, remove(w, x, y, k))]]
[T A LT .removey, 1, 5, k))} — nfT remave(x, x,y, k)

delete_ref

of(T) — {L{T.delete_refu, r)) — [logged.in(x, T) A reficxinu?, T) A AS(x, deleteref, r, 2, T) A refsccure(T, delete_refu, r))])
[nfT) A LT deleteref(, r))] — nfi(T.delete_ref{u, r})

identify
nf(T) — (LT identify(u, N, f, d)) «~ [logged_in(u, T) A deviceld) A user(N) A [f = user.id V [ = clesrance V f = access_set V/ = roleset Vf = roles] A refaccure(T, identify(u, N, £, d)]]

[nA7) A LT Identity(u, N, f, d))] — [ofT.Identify(s, N, /, d)) — VSVC[iprefix(S.C,T) A callname(C) = Identify A arg(C,2) = N A wrg(C,3) = [ A arg(C,4) = d] —
3R 3D (prefin(S, R) A arg(D, 4) =d A ([callname(D) = \dentify A arg(D, 2) = N A arg(D, 3) # ] V callname(D) w display])

[aRT) A L(T Identify(u, N, /. d)) A 35 3C|[prefix(5.C, T) A callname(C) = identify A arg(C,2) = N A arg(C.3) £ f A arg(C,4) = d A ~3R 3D {pre€ia(S.C,R) A urg(D,4) =
d A [[arg(D, 2) =N A callname(D) = ldentify A arg(D, 3) = f] V callname(D) = display]]] — T.ldentify(u, N, f,d) = T

Definitions of predicates

Prefixes

prefix(e, T)
[prefix(S, DA T=S5S.CR] — prefix(5§.C, T
prebx(5, 7) — [S =« Vv 3R3C[S =R C A prefix(R, 7))

References

directreflk) A Vr Jk[dircctreRr) — r = &)
directreflr) — reference(r)
reference(r) — reference(r : k)

reference(r) — (directrefir) V 353k [reference(s) A 7 = 5: k)]

Coreference

coreflr, 7, r, T}
coreftr, T, 5, R) — corefls, R, 7, T)
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corefr, T, 5, R) — [coref(s, R, 1, §) — coreflr, T, ¢, 5))

callname(C) = Insert — [corefarg(C,2), T, wrg(C,3) : arg(C, 4), T.CA {0 < k < arg(C, 4) — corefarg(C,3) : k, T, a1g(C, 3) : £, T.O)) A [k > arg(C, 4) A refexistarg(C, 3) :
k)] — coref(arg(C.3) : &, T, arg(C, 3) : {k + 1), T.O))

[[callname(C) = delete.ref A corefarg(C, 2), 5, s : &, T)] V [callname(C) = remove A coreflarg(C, 3), 5, wrg(C, 2) : &g(C,4), N A k = arg(C,4) A s = arg(C,3)] — (0 < n < k —
corefls : A, T, 5: A, TOUA (A D> kA rloxistal(s: 8, T)] — coelis: 0, T,5:(n — 1), TO)}}

[callname(C} # delete_ref A caliname(C) # insert] — [coref(r, T, 1, §) — coref(r, T, 1, §.0))
coref(r, T, £ : k, ) — 3C 35 [prefix(S.C, T) A callname(C) = Insert A corcfarg(C, 2), S, r, T) A corefarg(C, 3), S, 5, T}

part_of

coreflr, T, 5, T) — partoflr, s, )
[partof(r, s, T) A refexists(r : k, T)] — partoftr : &, 5, )

Entities

VrV¥s VT VR [coreflr, T, s, R) — E(r, T) = E(s, R)]

VrVT [refexists(7, T) — Iyy=Er,

cntity_exist(x, T) —~ 3rx=E(r, T

cnuty(x) — 3T entity.exists(x, T}

[entity(x) A entity(y) — [£ =y = 3537 3r; 37y [E(ry, S} =x A Erg, ) = y A caref(ry, S, 73, DI
Vx VT [entity_exists(x, T) — 3z{z = value(x, ) A string(z)]]

Basing References on Entities

Vrvk Ve [refexists(r : k, DA E(r, ) = ¢] — bamd_on(r : k, ¢, T)
Vr Vk Ve [refoxisis(r : k, T) A based.on(r, ¢, T)] — based.on(r : k, ¢, T)

Potential Modification

ecquiv(S, T, x) — 3ry 3rp [entitk) AE(ry, S) = x AE(rg, T) = x AVUVc VE[AS(4, ¢, 1y, k, §) — AS(u, ¢, ry, k, NJA{CCR(7|, S) = True « CCR(rp, MA[TY(x, §) = TY(x, D]A
value(x, §) = value(x, T) A V51 Vo) [coreflsy, §, 59, T) — [partofisy, 71, S) = part.ofisy, r2, N]] A CE(ry, §) = CE(ry, T) A [[device(r)) A device(rp)] — CD(rp, §) = CD(ry, M)}
oequv(S.T,y) — [§ = TA Vxix #y — value(x, S) = value(x, T)}

pmodify(C, 7, T,y) ~ 3S[LT.C) A refexists(r, T) A entityexists(y, D A S = T A —cequiv(§,S.CEr, H A ly = Er, D v 35 35§ = §) A oequiv(§], 53,7 A
~e.equiv(Sy, §3.C, E(r, S0

Security properties

state.sccure(T) — [VYrV¥WsVk [H(r, T, 5,k) — CE(s,T) < CE(r, )] A VoVuVk¥r ([H(o, T, r, k) A logged.in(s, 0, N] — CU(x, T) > CE(r, N} A Yo Vx[D{o, x, value, T) —
Do, x. classificanon, T)] A Vu[RO{u, T. 1) — R(u, T, r)] A Vo [(D(o, T > CE(o. NI

acc_secure(T, C) — Yk [reference(arg(C, k) — [AS(arg(C, 1), callname(C), arg(C, &), k, T) V 3r [RO(arg(C, 1). T, r) A AS(r, callname(C), arg(C, K, £, T}

copysecure(T, C) — VrV¥y [p.modifC, 7, T, y) — 3x[y = E(x,T) A CE(x, T) < CE(r,T)]

CCR_sccure(T, €) — YuVr VzVy([3kr = wg(C k) A basedondr, y, TV A Js{y = E(s, T) A CQR(s, T} A pmodify(C, 2, T, E(r, 7)) — CUx, T} > CE(z, 7))

trans.secure(T, ) ~— Vo Vx Vz Vi [{logged.in(u, 0, T.C) A directurefx) A DXo, x, directref, T.CY] ~ Vs [Ir3k[arg(C, k) = r A E(r,T) = E(x,T) A based_on(r,2, N A E(s, ) =
« A CCR(5, ] — CUlu, T > CE(s, DI

ref.sccure(T, C) — VuVr Vk [reference(arg(C, K)) — [CUlarg(C, 1), T) > CE(arg(C, K), T) A [35 [based.on(arg(C, k), E(s, T A CCR(s, T)] — CUarg(C, 1), ) > CE(s, D))

setsecure(T, ©) — [Yo¥x ([0, T) # (o, T.O V CUx, D # CUx, T.O V 3 ~[R(x, T, D = Rz, T.C, D)} — RO{arg(C, 1), T, 330)] A (¥« [3U~(RO(w, T, D = RO(w, T.C, D] —
{u = arg(C. 1) v RO(u, T, s30}}]]

downgrade.secure(T, ) — [[—device(x) A CE(x, T) > CE(x, T.C)] — [callname(C) = downgrade A RO(arg(C, 1), T, downgrader)}]

release_secwe(T, C) ~ [[T(r,T) = RM — [T(r,T.C) = RM A Vu(RE(r, T, ¥) — RE(r,T.C, 0)]] A [(T(r,T) ¥ RM A T(r, T.C) = RM] — [RE(r, T.C, arg(C, 1)) A callname(C) =
refease A arg(C, 2} = r A RO(arg(C. 1), 7. releasery A T(r, T) = DM]]]

MMS _secure(T, €) — [accsecure(T, C) A copysecure(T, C) A CCR_secure(T, C) A transsecure(T, C) A setsecure(T, C) A downgrade.secure(T, C) A release_secure(T, C) A state_secure(7))

Other predicates

L)
sumc_ncmeu] ',‘2)(5, €y, cp. My, XL 'mkl s ’11;"1 7P "'“2"*2' n — 3¢ [prefix(S.Cy, T) A callname(C) = ¢; A /\(ug(Cl, m) =x} A 3R 3C, [prefix(S.Cy , R) A

=1

]
prefixiR C3. T) A callname(Cy) = cg A /\ {arg(Cy. m) =y}

i=1
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sRerevery(g) by )(S: €1, €2 MU XL gy T RL YL iy Yhy  T) e DsomEnODe(y k) (S, €4, €0, MY KL My SRy SR YL s By 2 Ty T
k
inafery(S. ¢, my. xy, ... my. 5, T) — ICIRIS = R.C A prefia(S, T) A callname(C) = ¢ A /\(w(c, d=x}
[
usercxista(u, T) =« (¥ = Root V BSm_mu‘n(S, create user, delete_user, 2, u;2, u, T))
logged.in(x, T) = 3dlogged.in(«, &, T)
logged.in{u, d, T) — 3R [uscrexista(s, T) A ommarz)(k. login, logout, 1, x, 2,41, ,,2,4, 7]
some.nane.sel(y, 4y (5. 7. ey g My Xy g X ALY () Ay gy T e 30 3G prBx(S.Cy T) A wrglCy m) = gy A coreflsy, S, 7. T) A callnamel(Cy) =
K )
A /\ {arg(Cy, mp) = x;} A ~35p IR IC,{prefix(S.Cy, R) A prefix(R.Cy, ) A arglCp, n) = 33 A carefisy, R, 7, T) A callname(C)) = ¢y A /\{er(CZ, ) =y}
i=1 i=1
-ﬂcr.every_rcl‘(kl ,kz)(s' (m r), ey eq.mp, X, .., g, ) ), myyy, Ry Yiy N — -nome.nauf“l’gz)(s, (m, 7),cy, cq,my, xy, .. gy Xy HC RN RS TP LY ’kzv n
k
inafterrefi(S,c, (m, 7}, my, Xy, omy, x, T) —~ I53C3R(S =R.C A prefix(S, T) A caliname(C) = ¢ A coref{s, R.7, D Amg{C, m) = 2 A A(MJ(C, ) =x}]
i=f

contairer(r) — 3k 35 3C [corcfk, S, 7, ) A arg(C,2) = k A prefix(S.C, T) A callname(C) = contcreate A refexists(r, T) A VR VCq [[callname(Cp) = contcreate V callname(Cp) =
obj.create] A arg(Cq, k) = k A prefix(R.Cp, T)) — prefix(R.Cg, 5.0)))

relexistr, T) — IS 3C [somencnesef 0y(S, ¢, deleteret, (2, r)i(2,7), T A lc = objcreate V ¢ = contcreate]]

RO, T, 7) — ([v=Root A r=1ss0] v 35 [xmt.none(z'z)(s, add RO, rm_RO, 2, v, 3,72, v, 3,7, T) A ~inaRer| (5, delete user, 2, v, N]]

R(v, T, r) — {[v=RootAr=mo]V 3§ [uxm.nmca'z)(s, 2dd.R, rm.R,2,v,3, 12, v,3,r, 7) A ninafier| (S, deletenser, 2, v, D]

CUv. D=1 IES[mme.nmea,l)(S, create.user, setcu, 2, v, 3, L2, v, T) A ~inafter (S, delete_user, 2, v, )} V {35 [some.none(S, setcu, setcu, 2, v, 3, 12, v, DA
—in_afiery (S, delete_user, 2, v, D]}

AS(v, ¢, 7.k, T) =~ [RO(v, T, 330) V BS[m.nn.nch)(s, addAS, rm.AS, (4,7),2,v,3,¢,5,k(4,7,2,v,3,6,5 kDA —inafier) (S, delete user, 2, v, DI

CE{r,T) =1 + 35 3C 3s{[callname(C) = set_ CEV caliname(C) = cont.create V cailname{C) = ob).create V callname{C) = downgrade) A arg(C, 2) = sAarg(C, 3) = IA carefls, §,r, HA
~3R in.afterref) (S.C.R, ¢, (2,7), 3,7, T) A [c = delete_ref V ¢ = downgrade V ¢ = st CE]}

CCR(r, T) = True — 3Cy IRy VC VR [[callname(C) = st CCR A prefix(R.C, T) A coref(arg(C, 2), R, r, 7] —~ prefia(R.C, Ry.Co)) A arg(C, 3) = True]
CCR(r, T) = False — CCR(r, ) # True

T(r,$) = x ~ [x = RM A 3R IC(VTVD [(prefix(T, S) A callmame(D) = deleteref A corefarg(D, 2), T, r,5)) ~ prefix(T.D, R.Q)] A prefix(R.C, 5) A callname(C) = release A
coreflarg(C, 2), R, 7, H}} V [x = DM A ~3R 3C[VT VD [[prefix(T, §) A callname(D) = deleteref A carcf{arg(D, 2), T, 7, §)] « prefix(T.D, R.O)) A prefix(R.C, ) A callname(C) =
release A coreflarg(C, 2), R, r, )]

CDXd, T) = 2 — [353C[callname(C) = set.CD A x = arg(C,3) A VD VR [prefix(R.D, 5.C) ~ (prefix(R.D, T) A callname(D) = set.CD A coreflarg(D,2), R, 4, D)) V [x
unclassified A 35 3C [callname(C) = set.CD A prefix(S.C, T) A coreRarg(C, 2), §, 4, D]

RE(r, T. u) — 35 3C[LLT) A prefix(S.C, T) A callname(C) = release A arg(C, 1) = u]
H(r, T, 5, k) — corcBr: &, T, 5, T

D(o, 2, y, W) — [device(o)A[3u3r3fIT3IU [y =fAnKUIAW = UAcoreflr, U, x, W)Aprehix(T.display(u, r, £, 0), U)Alomem.ref(x’l)(T, display, remove, (2, 7), 4, 0:(2, 7), 3, 0, D}V
uINTf3TW(x=NAy=fAof(U) AW = U A prefix(T.|dentify(u, N, f, 0), U} A lon:_ntme“‘])('l', identily, identify, 4, 0;4, 0, U)])

Additional Axioms for Normal Form and Legality

ni(e)
YC(L(T.C) — LUT)
nf(N — LD

YC AT C) — nf(T)
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